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DETAILED ACTION 

Claims 1-8, 17-24, and 33-40 are pending 

Response to Arguments 

Applicant's arguments with respect to claims 1-8, 17-24, 33-40 have been 
considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-5, 8, 17-21, 24, 33-37 and 40 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Pestoni in view of Akishita further in view of Sims further in 
view of Matsuyama (731 0732) 

Regarding Claims 1,17 and 33 

Pestoni teaches a method for delivering multimedia content on a physical 
media, comprising: 
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placing at least one media key block on the physical media (pg. 11, the Figure 
shows the Media Key Block on the physical media); 

encrypting the encryption key with a key derived from the media key block (pg. 
1 1, E Km u(Kt), where E Kmu is the key derived from the media key block, and Kt is the 
encryption key) 

delivering the encrypted encryption key to a player of the physical media (pg. 11, 
E K mu(Kt) is shown being delivered to the player where it is decrypted.) 

selecting a media key block from a set of media key blocks (pg. 10, "All elements 
must be licensed from licensing center (License Management International, LLC)...MKBs- To 
CPRM-enable media") It is inherent that one MKB is selected from the group ofMKBs provided 
by the licensing center. 

Wherein the physical media includes a physical media unique key encrypted in 
each of the content keys such that (a) a media key obtained from the media key block 
is combined with a volume identifier (ID) for the physical media using a cryptographic 
hash to provide the physical media unique key, and the physical media unique key is 
then encrypted in each of the corresponding content keys (pg. 11 of Pestoni shows a 
"media key" obtained from the media key block and combined with a volume identifier (ID) 
using a cryptographic hash (one-way function) to provide the physical media unique key (Kmu), 
and the physical media key is encrypted in the content keys (Ekmu(Kt)) ) 

Pestoni does not teach dividing the multimedia content on the physical media 
into multiple parts, each part being encrypted with a different encryption key. Akishita 
teaches encrypting multiple sectors of a DVD with multiple content keys (Fig. 27 a-b, 
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"multiple content keys... serving as encryption keys corresponding to sectors .. .are encrypted 
and stored in the security header configured corresponding to the contents" Paragraph [0489]) 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the method of Pestoni to divide the physical media into multiple 
parts and encrypt each part with a different encryption key. 

The motivation is to allow different parts of a physical medium to have multiple 
encryptions, instead of just having one key to encrypt the entire disc. 

Pestoni and Akishita do not further teach randomly selecting content keys 
corresponding to each part of the multimedia content 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the method of Pestoni and Akishita with the feature of randomly 
selecting content keys. 

The prior art Pestoni included each element claimed (physical media, media key 
block, content key) and one of ordinary skill in the art could have combined the 
elements as claimed by known methods (dividing the physical media into multiple parts 
and encrypting each part with a different encryption key, as taught by Akishita, and 
randomly selecting content keys, as taught by Sims) and that in combination, each 
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element merely would have performed the same function as it did separately. One of 
ordinary skill in the art would have recognized that the results of the combination were 
predictable. 

While Pestoni, Akishita and Sims do teach wherein a subset of the encrypted 
corresponding content keys are embedded on the physical media as taught above. 

Pestoni, Akishita and Sims do not explicitly teach wherein at least one of the 
encrypted corresponding content keys not in the subset embedded on physical media 
are distributed using a web service provider. 

Matsuyama (7310732) teaches encrypted content keys distributed via a service 
provider where the content keys are not on physical media, ("the service provider 
distributes the content key with the content contained in the secure container was enciphered 
provided that the user has been authenticated" Column 4, lines 7-9) 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the system of Pestoni, Akishita, and Sims with the distribution of 
content keys via a service provider where the content keys are not on physical media. 

The motivation is to provide an alternate method of distributing content keys and 
insuring that the user is authenticated. 

Regarding Claim 2, 18 and 34 

Pestoni, Akishita, Sims and Matsuyama teach the method of claim 1 , wherein in 
teaches delivering the encrypted encryption key comprises delivery over a network. 
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Regarding Claims 3-5, 19-21 and 35-37 

Pestoni, Akishita, Sims and Matsuyama teach the method of claim 1, wherein the 
encrypted encryption key is associated with a price related to the use of the part. 
Pestoni in Pg. 10 writes "small fees [are] associated with the keys and MKBs." It is 
inherent that the price is determined when the encrypted encryption key is delivered. 

Regarding Claim 8, 24 and 40 

Pestoni, Akishita, Sims and Matsuyama teach the method of claim 2. Pestoni, 
Akishita, Sims and Matsuyama do not explicitly teach wherein the delivery over the 
network involves a secure protocol; and further comprising placing necessary data for 
the secure protocol on the physical media. 

The Examiner takes Official Notice that sending data over a secure protocol is a 
well known way to send data in a secure manner. 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to make the delivery of the keys over the network as taught by Pestoni, 
Akishita, Sims and Matsuyama to involve a secure protocol and further comprising the 
physical media having necessary data for the secure protocol. 
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The motivation is that the delivery of keys requires security which can be 
provided by secure network transfers. 

Claims 6-7, 22-23 and 38-39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Pestoni, Akishita and Sims and Matsuyama as applied to claim 1-5 
above, and further in view of Husemann (US 200501 001 61 ). 

Regarding Claims 6-7, 22-23 and 38-39 

Pestoni, Akishita, Sims and Matsuyama teach the method of claim 3. Pestoni, Akishita, 
Sims and Matsuyama do not explicitly teach further comprising associating the 
encrypted encryption key with a maximum price, and preventing playback once the 
maximum price is reached. 

Huseman (Paragraph [0037]) teaches "the clearinghouse will charge the 
customer's registered credit card, encapsulate the requested content keys... and return 
the set of encapsulated keys." 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the invention of Pestoni, Akishita, Sims and Matsuyama to 
associate a maximum price with the key, and prevent playback once the maximum 
price is reached as taught by Huseman. 
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The motivation is that the server protects itself from those with bad credit history 
by assigning a maximum price, which the Examiner interprets as a credit limit, so that if 
there is no credit left, no transaction will take place 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to HARRIS C. WANG whose telephone number is 
(571)270-1462. The examiner can normally be reached on M-F 9-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, KRISTINE KINCAID can be reached on (571) 272-4063. The fax phone 
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number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Harris C Wang/ 
Examiner, Art Unit 2139 

/Kristine Kincaid/ 

Supervisory Patent Examiner, Art Unit 2139 



